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Activities G3 Terminal

(OO O fmaf@home

(When Alice and Bob wish to talk to each other very
badly, they turn to)

/ __/ ncryption matters when you're sending data

/ _/ that has the potential to be inspected by
/_"/ uninvited third parties. It works by making
this data look like gobbledygook to those without the
decryption key. Encryption is everywhere-- from your
bank account to your interaction with nearly every
website you visit. (Terms like ‘military grade
encryption’ don’t mean much-- modern encryption
standards are ‘military grade’)

/ ____/ ommunication: for messaging and email you want
/1 END TO END ENCRYPTION where your messages are
\__/ encrypted both on their way from your phone to
whoever you're talking to, and a81so encrypted from the
app you're messaqing on, so theé app’s servers can‘t
see them. That way even if your messaging service 1S
subpoenaed or hacked there’'s nothing to see®

/ _\ asswords: the best encryption is worth nothing
/" ~ 7 if you don't have a strong password? You knew
/_7 it was coming-- it's time to actually change
all your passwords. EVERY password you use should be
long, unique and random. If you can’'t remember all
your passwords, you should get 3 password mandger.
DON'T reuse passwords.l
-- INSERT -~
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“The best encryption isnt
@C O | O wor @ #hing P you
— trust +he wr 9 person
ﬁ Jou f Cons.dEr Signal for messages- it's )
Your sensible open source, end-to-end encrgp+ed
Friend has d.sappeanng messages & is
Luser friend !3
—
@ Emus inc.
fSome email Services scan client's )
Mom emails to serve targeted ads-
@ kprm‘onMad is an encrypted execphoJ
mﬂfp‘;‘g Remember that if you're not )
paying, you’re not the
@ Black box customer- you're the product |
(When browsing +he web, search )
engines like Google and browsers
The services {ik& Chrome collec+ our dafq. Ti
or a browser like Firefox that

have been useful
“ Vrsve, but- you Lgm‘her less of the user’s info. N

Should always

do your oyn But if you reall care abouﬂ
::ieawrzgz: web ang?? mi dyou should
right for you. suffer +he speed’ cut and

L D use Tor. y

iy

@ Common Misconceptions

. inNg inNgc i
Going ; cogn 1_|1‘%Cd0es not erase your

e Not all d:soppearmg messages are secure ulm]e)
. UPNs are useful for concealing your activity Syl 000
your ISP only when you +rust your VPN prov:der'&.b o000
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. Ohome Jour poersonal/ oata- the contents of
EOMINOS KJ 2.0m gow‘ +€)(-f$ and CQI/S, your pho+05
and emails are protected and

callly-
require a warrartt 10 search. Its
Q youshould ) @ home hard, if not impossible, +o see +his
hoyebsen |230am  dafa w/out physical access to your
forémus.qov device-
webyr Your /metfadata is not so well protected.

Metadata is everything except for +he

Your Sensible Ohome content of your data- Tts +he data
Freend about your data. This includes

+imes+tamps. subject lines, geolocation,
234%am  who you call, the websites you visit! Much
of +his information is stored by your

2:3%m ISP and could be accessed without
your knowledge.

243am | egq| precedent concerning metadata
remainS uncertain. pifferent YPO/"Ce

2:430m  departments and courts have different
Standards:

Photos include +he +ime
+hey‘re faken & the
j /ocation they‘re faken
-,‘,a a;;, which is visible +o
anyone with +he image. One easy wa
Aok Logp +o ?emove +this metadatq is +o sgvd 7
+he image o yourself through Signal 8

-

redacted] || 2:430m

2% $hvow net 2:500m g X Gooale D

| :50 o ou know e Docs saves
$2178 Ush Fedit histS y, but did you
cnedit card now Word does +oo? Néxt

+ime, consider a PDF.




SO YOU BROUGHT YOUR
PHONE ™ * PROTEST

STEP 1. Reconsiders Try a brief digital detox,
or acquire o phone without your gersonq/
informadtion +hat you only {urn on at protests

(STEP 8. Think
car'eFuIly before
you Frim? Are you

STEP 2.. So youl
bring a phoné:
Assume it will be

confiscated. Remov€
any sensitive STEP 4 ng*g%‘"%; ,’f
. : ] ]
dafa from it At +he protest E/h-'le yogr phone
ed.

1S locC

(messages, ima es, (
etc) ® o @ keep your Bl

phon€ in

airplane mode

and/olrba . 6. Heod

signal-blockin STEPO. Headn
STEP3.Turnoff | i L pguch- 9J home: If gou'llg
biometfrics: Unlock r need a MapP:
your phone with Use an d A download it
a long, random %%cs'yp‘:g a peforehand and
pin - not your | like s?gnq PP/ navigate with
fFace (cops cant ~ —d 1 ’Qgge still
legally search (Naviga mode (GPS is
your phone w/fout J. \ receive-only)

a warrant J
)

YOU MAY NCOUNTER“’

- Cheap devites that mimic WiFi
. iFi networks and i
gll doc+:v on them - always be suspicious of o"gze‘” cepr 3
nd nevef connect at profests. pen networks

» Stingrays mimic cell phone fowers and
. C
outgoing dafa from gour phone -texts, ca(I)lls/?%c%?-non
sedrches.. They're uSually operated in vehicles. '

s Dirtboxes, a Similar device with ]
, a wider range
on an aircraft. To protect against +his, use aw%lén?ﬁﬁ{?d 5



DOXXING

;s when a pernicious
person publishes your

personal particulars
pub lic(y.

ThiS information can
include your phone
number, your address,
emparrassing pPhotos,
past actions, and more

Doxxing S a
differentkind of
+hreaf than surveillance,
So you need +o fake
df#‘erer# steps +o
preven+ A

mo{-eshars are more
likely 1O 6be doxxecj
if they have Q public,
political social mediaq

account, or are
a

Protect yourself by

o/e/efmg old accounts
ou No /onger use, and

avoiding posti

your Face/+atrooS

—

You shourd also
Consider pullin
your mfbrmaﬁgn

down from +he
infernef whitfe
pages-- the [00s
of pages that
host peoples
names, addressss,
phone numbers
and more.

select imoqes With
emus

T 3 A
;%
W g

2z

- This is
engineered fo be 2 A
a painful, arduous ¢'/" : o
Workboo! fov

process.

Asing 5o in citations
13
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( (CRMCiZED A CEIEB | ACTIVISTIXOURNAUST | TWEET WENT WRAL { UNDER TH RADAR { NEVER TOUCHED THIS INTERNET'

H would be a full-time job +o protect your
elxeryff)/ng from everyone;

ASSES SMENT

The Electronic Frontier Foundation CEFF)
suggests asking:'

. what do | want fo protect?
(messages, location, passwords)
. who do | want to protect it from?
( people, +the governmenf‘)
. How bad are the consequences if | fail?
C humiliation, arrest, assaylt)
. How likeLy is it that I'll need +o protect it?
(do you have a public presence? been victim of a breach?)
. How much hassle am /wi/l:’ng 0 go 7‘hf0U9h?
( having a secref phone number is a lot of work, for exampl<)

For more information, check out the EFF’s
dl'gl"f'Q/ SECUI‘Hy gdee for qctivists in the cifations'®

\'ve never done anything illegal-- why
Should | care about internet security?

«You could still be +qrge+ed by malicious actors

. gowre secure, +then +he people around
yol~ your friends, neighbors, contacts- will
be more secure,+o0

. Securify shouldnt e a precaution— view
it as a right
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ACTIVITY SECTION
') gou should do +his #od/ay! )

,..._...._....._.._._......,_._.____.__-_....._.___..____._._......)%-.....\\

Disi’ra\ Securi\y Ackion Hems

O Get a password manager & change all your
passwords 1o secure, randomly generated ones.
(consider Dashlane, 1Password, or LastPass)

O Check your emails aqf haveibeenpwned-com
+o see what data breaches you've been
involved in and prioritize changing those
passwords

O Sign up for services with a differert
email from +he one you Use for essential
accounts (bank, etc)

o Tum on 2-Factor quthentication 'PUE{yw/)e/-e

Cand use an authentiCator app or Yubikey
rather than your phone number)

O Lock your credit (only unlock for credit checks)
(For instructions, look at the FTC sife in citations)'

Thanks for readin
and see you next+ime!

s/

©

\\~—_2<_



CITATIONS

1. “what Should | know About Encrypﬁon'?" Surveillance self-befense,
ElectroniC Fromtrer Foundation, March 7, 2019.

2.~ Communicating with Others.” Surveillance Seif-Defense, Electronic
Frontier Foundation, June 9,20720.

3. ”keepmg your Data Safe’ Surveillance Self-Defense, Electronic Frontier
Foundation, November 12, 2019

q, "R-Hending o Protest” Surveilance Self-Defense, Electronic frontier
Foundation, April 1, 2019

5. ScoM, tom. 7his Vrdleo /s Sponsored By Bl cov, 2019

6. "Choosmg the UPN That's Right For You.” Surveillance Seif-Defense,
Electronic Frontier Foundation, April 2,1019.

1. "Why Metadata Matters” Surveillance Seif-Defense.

8. “Why Metadata Matlers.” Surveillance Self-Defense.

q.” Aﬁgnd,-ny a Protest” Surveillance Self-Defense.

10. Quintin, Copper. “A Quick and Dirty Guide fo Cell Phone Surveillance at
Protests.” Electronic Frontier Foundahon, June U5, 2020

- “Doxcare’ Crimethint, August 26,7070

2. “A Guide fo Doxxing Yourself on+he /nternet” The New York Times

13. Bazzell, Michael. Extreme Prrvacy Wwhat 1F Takes 7o Disappear: /nfel
Techniques. 1.5 ed., 2020

. “Your Security Plan.” Surveillance SelIf-Defense, EFF, April 1,019

16 “Activist or Protester?” Surveillance Self-Defense, EFF, April 1, 2019

lo. “Credit Freeze FAQS” FTC Consumer [nformaton, September 74, 2019

FURTHER READING

. The EFF’s website is an amazing resource with
a /ot of informa+tion we didnt have room o
get info. Check out +heir Surverlfance Self-Defense
Guide (ssd.eff.org), maybe read an article about
securely delefing your dafa.

. K youd like 1o know more about doxxing & its
affermath, read +he Crimethinc "DoxCare” article.

« If you like podcasts. check out Reply All episodeg
133 The Snapchat Thief and 97: What Kind of Idiot

Gets Fished?


https://ssd.eff.org/en/module/what-should-i-know-about-encryption
https://ssd.eff.org/en/module/communicating-others
https://ssd.eff.org/en/module/keeping-your-data-safe
https://ssd.eff.org/en/playlist/activist-or-protester#attending-protest
https://www.youtube.com/watch?v=WVDQEoe6ZWY
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://ssd.eff.org/en/module/why-metadata-matters
https://ssd.eff.org/en/playlist/activist-or-protester#attending-protest
https://www.eff.org/deeplinks/2020/06/quick-and-dirty-guide-cell-phone-surveillance-protests
https://crimethinc.com/2020/08/26/doxcare-prevention-and-aftercare-for-those-targeted-by-doxxing-and-political-harassment
https://docs.google.com/document/d/1WleGh4D3_p7TYPhjfKRHQyMYwhZayYZayYY7AZSSzPs/
https://inteltechniques.com/data/workbook.pdf
https://ssd.eff.org/en/playlist/activist-or-protester#your-security-plan
https://ssd.eff.org/en/playlist/activist-or-protester
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs
ssd.eff.org
https://crimethinc.com/2020/08/26/doxcare-prevention-and-aftercare-for-those-targeted-by-doxxing-and-political-harassment
https://gimletmedia.com/shows/reply-all/v4he6k
https://gimletmedia.com/shows/reply-all/rnhoww
https://gimletmedia.com/shows/reply-all/rnhoww
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